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Abstract

The purpose of the study is to analyse the impact of cybersecurity on higher education in Ukraine, identify
key threats and formulate key recommendations for improving the security of educational institutions. For
this purpose, a cross-sectional survey study has been chosen. A purposive sample has been used to
include participants. 79 questionnaires have been received; five have been rejected, and three more have
refused to consent to data processing. The study involved 71 people, including 15 administrative staff
(IT departments, managers), 30 teachers, and 26 students. The primary tool in the study has been a cross-
sectional questionnaire survey conducted in the same period for all participants from 11/20/2024 -
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12/20/2024. The results indicate that the main cybersecurity threats in Ukrainian educational institutions
are viruses and malware (39,4%), hacking of university platform accounts (26,8%), phishing attacks
(14,1%), and personal data leakage (12,7%). The results also have showed that 49,3% of respondents are
moderately aware of cybersecurity measures at the university, while 28,2% are poorly aware. The
conclusions summarise that to ensure cybersecurity further, it is necessary to expand multi-level protection
systems, control the use of the Internet, and conduct additional training for students and teachers in
cybersecurity.

Keywords: Cyber hygiene, intellectual property protection, national strategy, technology, privacy policy.
Resumen

El objetivo del estudio es analizar el impacto de la ciberseguridad en la educacién superior en Ucrania,
identificar las principales amenazas y formular recomendaciones clave para mejorar la seguridad de las
instituciones educativas. Para ello, se optd por un estudio de encuesta transversal. Se utilizé una muestra
intencionada para incluir a los participantes. En el estudio participaron 71 personas, entre ellas 15
miembros del personal administrativo (departamentos informaticos, directivos), 30 profesores y 26
estudiantes. La herramienta principal del estudio fue una encuesta transversal por cuestionario realizada
en el mismo periodo para todos los participantes: del 20.11.2024 al 20.12.2024. Los resultados indican
que las principales amenazas a la ciberseguridad en las instituciones educativas ucranianas son los virus
y el malware (39,4%), el pirateo de cuentas de la plataforma universitaria (26,8%), los ataques de phishing
(14,1%) y la filtracion de datos personales (12,7%). Los resultados también mostraron que el 49,3% de los
encuestados tiene un conocimiento moderado de las medidas de ciberseguridad en la universidad,
mientras que el 28,2% tiene un conocimiento escaso. Las conclusiones concluyen que, para garantizar
aun mas la ciberseguridad, es necesario ampliar los sistemas de proteccién multinivel, controlar el uso de
Internet y proporcionar formacién adicional a estudiantes y profesores sobre los fundamentos de la
ciberseguridad.

Palabras clave: Proteccion de la propiedad intelectual, tecnologia, politica de privacidad, ciber higiene,
estrategia nacional.

Introduction

Digital technologies play an essential role in higher education and contribute to the development of the
educational process, research and university administration. However, despite the numerous opportunities
identified in scientific studies (accessibility of education, speed, convenience of obtaining educational
information), the digitalisation of education also creates new challenges (Korhonen et al., 2021).

The field of cybersecurity is particularly affected. The growth of cyber threats, including hacker attacks,
data breaches, phishing attacks, and malware, threatens the confidentiality of student and teacher data,
the stability of educational platforms, and trust in the digital learning environment. In addition, Ukraine,
which is currently in a state of hybrid war, faces significant risks in cyberspace, which is especially relevant
for higher education and science.

Scientific works indicate that attacks on educational institutions lead to disruptions in the educational
process and compromise research and academic integrity violations (Melentiet al., 2024;
Nehrey et al., 2022). Therefore, this scientific problem is particularly relevant in the modern scientific space
and requires careful analysis. In this regard, there is a need to analyse the main cyber threats and develop
effective measures to protect the information space of Ukrainian universities.

The main research problem is the growing vulnerability of Ukrainian higher education to cyber threats due
to insufficient security of digital platforms, lack of a comprehensive cyber defence strategy, and limited
awareness of safe online behaviour among participants in the educational process. In addition, the lack of
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effective mechanisms for responding to cyberattacks can lead to the leakage of confidential information,
disruptions in the learning process, and undermine trust in the digital learning environment.

The focus of this paper is to provide a detailed analysis of the leading cyber threats affecting higher
education in Ukraine and assess the effectiveness of existing protection measures. This will be done
through a comprehensive survey of all participants in the educational process: teachers, students, and
administration. The paper will address such aspects as the vulnerability of educational platforms to attacks,
the level of digital literacy of teachers and students, and the state policy of cyber defence in times of war.

Therefore, the purpose of this study is to assess the impact of cybersecurity on higher education in Ukraine,
identify key threats, and formulate key recommendations for improving the security of educational
institutions. Accordingly, the main research questions are as follows:

1. What are the most common cyber threats in higher education?
2. Whatis the level of educational process participants' awareness of ensuring an adequate digital space?
3. What recommendations can be offered to improve cybersecurity in higher education?

The main research hypotheses that need to be confirmed or refuted:

1. Modern higher education institutions implementing systemic cybersecurity measures (multi-level
authentication and regular system updates) have a significantly lower cyber threat.

2. The higher the level of digital competence of faculty and students, the lower the risk of cyberattacks on
university learning systems.

The structure of this article is formed as follows: a review of the literature, which presents an analysis of
existing modern works, methodology, which explains the procedure of data collection and analysis, results,
which present the impact of the main cyber threats on the development of the education system,
discussions, which describe the key discussions of the results and their comparison with other works. The
last section is conclusion, which briefly describes the main identified cyber threats and their impact on the
development of education.

Literature Review
Theoretical foundations for the formation of cybersecurity in an educational institution

Modern scholars have described various aspects of the impact of cybersecurity on the organisation of the
educational process. According to several modern studies, the use of digital technologies has sharply
intensified in recent years and decades in almost all countries and has covered all areas of activity
(AlDaajeh et al., 2022; Blazi¢, 2021).

Despite the identified numerous advantages (accessibility and efficiency) of obtaining information, the use
of digital technologies also poses specific threats, in particular, the complexity of data protection for
individuals, firms, authorities, and societies in general (Terepyshchyi & Kostenko, 2022). Recent studies
have shown that the development of an effective cybersecurity system in education should be based on
systemic and interdisciplinary approaches that synthesise technical, organisational, and legal aspects
(Horlynskyi & Horlynskyi, 2019; Lakhno et al., 2024; Zabasta et al., 2020).

Cybersecurity research points to the importance of formulating a cybersecurity strategy for an educational
institution, which should include access policies, monitoring of network activity, and data backup
(AlDaajeh et al., 2022). The works of some scientists point to the importance of using a concept called “Zero
Trust Security”. The latter implies constantly checking all users and technical devices in the learning
environment (Haque et al., 2023).
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At the same time, not all researchers support this idea. In particular, other works describe that international
cybersecurity standards such as ISO/IEC 27001 are recognised and effective in protecting educational
institutions. Zhyvko et al. (2020) describe the main legal conditions for ensuring effective regulation of
cyberspace. On the other hand, some scholars point out the critical role of public policy in the cybersecurity
system, in particular, educational institutions must comply with GDPR data security standards, which are fully
recognised in the European Union (Zhyvko et al., 2020; Potii et al., 2015).

Opportunities and threats in the digital learning space

The works of scientists indicate that forming a digital learning space opens up many advantages related to
the accessibility of learning and the speed of knowledge acquisition (Bohomaz et al., 2023; Bingham, 2024).
Other scholars also point to such advantages as the introduction of new methods and forms of learning that
promote greater student engagement and increase their level of motivation.

In addition, according to Khan et al. (2022), the digital learning environment opens up new opportunities for
distance and blended learning. Scientists point out that platforms such as Moodle, Google Classroom, and
Microsoft Teams facilitate interactive learning and effective collaboration between students and teachers
(Korhonen et al., 2021).

Devadze & Gechbaia (2024) found that virtual reality can increase students' learning motivation. However,
despite several advantages, some challenges have also been identified in scientific research. In particular,
the authors point to the threat of cyberattacks on educational institutions.

Modern universities are becoming targets for hackers because they store confidential data of employees
and students. In addition, several works point to the problem of phishing attacks (Ulven & Wangen, 2021).
These authors summarised that students' and teachers' lack of security awareness makes them vulnerable
to fraudulent schemes, including in the digital learning space.

It is also worth paying attention to hacking and data leakage, as shown in the research of
Sullivan & Kamensky (2017). In particular, these researchers determined that the lack of two-factor
authentication contributes to the compromise of learning platform accounts (Guchua & Zedelashvili, 2023;
Kharlamova et al., 2022).

On the other hand, scientists have drawn attention to the global problem of artificial intelligence and deep
fakes, which have begun to be actively used in education. However, the widespread use of generative Al
technologies can lead to information manipulation and affect academic integrity.

Key cybersecurity measures

According to modern works, ensuring Ukraine's cybersecurity is a state of protection for the interests of a
person, society, and the state in cyberspace should be achieved through several legal, organisational, and
informational measures. The latter should also be based on the effective organisation of professional training
of cybersecurity management specialists.

Cheng & Wang (2022) state that to protect information from unwanted interference, cybersecurity measures
are implemented, which should be understood as systemic actions of a technological, organisational,
economic, and legal nature. These measures should be designed to be purposefully carried out to identify
and destroy cyber threats (Galushchenko et al., 2024; Guo, 2023).

Most studies point to the need to introduce innovative approaches to cybersecurity in educational
institutions. In particular, the works consider such a measure as cybersecurity policy development
(Melenti et al., 2024; Bobro et al., 2024). According to Dei et al. (2024), forming internal security standards
governing access to resources and data storage plays an important role. However, not all scholars agree
with this statement.
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There are arguments that these measures are not enough. Thus, other authors point out that technical
security measures should be considered, and continuous monitoring should be conducted (Melenti et al.,
2024; Nehrey et al., 2022). Some authors emphasise increasing digital literacy among students and
teachers (Kuzminykh et al., 2021).

The study by Buriachok et al. (2023) describes the main aspects of introducing cybersecurity education,
which is currently a relevant area. Zhao et al. (2021) also describe the main complex and key conditions
for forming digital competence.

The analysed works mostly use a qualitative approach to data analysis. Also, in some works there is a
rather broad overview aspect (Buriachok et al., 2023; Melenti et al., 2024). Accordingly, there is a lack of
analysis of statistical and quantitative data. In some works, although there is quantitative data, the authors
did not widely discuss the obtained results.

The main limitations of these studies are the increased attention to the qualitative overview type. In addition,
the vast majority of works are of an overview nature. This requires additional research involving
experimentation. Accordingly, the main gaps are as follows:

1. Too much attention to theoretical research.

2. There is a lack of empirical works.

3. Too many reviews.

4. Insufficient analysis of new threats that appear in modern cyberspace.

Therefore, given that there is currently no unanimous solution to define effective cybersecurity measures
in scientific works, it is worth revisiting all these measures and identifying the most effective ones. This
should be done by surveying all participants in the educational process. This study will fill this gap, identify
the main cyber threats, and provide recommendations for their elimination.

Methodology
Research design

A cross-sectional survey study has been chosen for this research. This type of research allows for a survey
among different categories of participants in the educational process: students, teachers, and
administration. Therefore, it enables us to analyse the opinions of other people at the same time. This type
has been chosen because of its advantages, including obtaining information from different people and the
speed of its processing. The study has been conducted from 11/20/2024 to 12/20/2024. Location - higher
education institutions of Ukraine.

Sample and participants

A purposive sample has been used for this study. The inclusion criteria have been based on the following
aspects:

1. Teaching OR studying in a higher education institution (two years of teaching experience).

2. Information security professionals working in universities.

3. Experience in protecting educational information systems.

4. Understanding cybersecurity and how it is implemented in an educational institution.

5. Professional experience in cybersecurity, information technology or administration of educational
processes.

6. Persons who regularly use digital platforms for learning, management or administration in the

educational environment (Moodle, Google Classroom, Microsoft Teams, etc.).
7. Location: Representatives of Ukrainian higher education institutions (public and private) who work or
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have studied in Ukraine are eligible.
8. Voluntary consent to participate.

The exclusion criteria have been also preliminarily formed:

1. Persons with no experience in the field of cybersecurity.

2. Persons with no experience in modern educational digital technologies were excluded.

3. Representatives of companies working in cybersecurity but without experience cooperating with
educational institutions.

Participants have been recruited by distributing the survey announcement via corporate emails. A total of
79 questionnaires have been received. However, not all participants met the pre-established criteria.

Therefore, five questionnaires have been rejected, and three more have refused to consent to data
processing. Thus, 71 people have been included in the study. The study consists of the following
categories:

1. Administration (IT departments, managers);
2. Teachers (especially those who work with digital platforms);
3. Students (users of educational systems).

Table 1 provides detailed information about all participants.

Table 1.
Data of the patrticipants.

Ne Category Number % Average Gender Work Use of digital

(N) age (M/F) experience platforms
(years)

1 Administration 15 21,1% 38 10/5 10 +

2 Teachers 30 42,3% 45 19/11 15 +

3 Students (users of 26 36,6% 21 12/14 - +

educational
systems)
Total 71 100% 35 42/29 12 +

Source: Author’s development
Instruments and procedure

The main instrument in the study was a cross-sectional questionnaire survey. It has been conducted in the
same period for all participants: from 11/20/2024 to 12/20/2024.

The survey has been designed to explore the main opportunities and threats to cybersecurity in modern
digital space.

The survey also focused on the mechanisms implemented in educational institutions to ensure a secure
digital space and protect the data of teachers and students.

The questionnaire also contained both closed and semi-open questions. This made it possible to determine
the level of awareness of participants about cybersecurity measures and their experience of facing cyber
threats. Respondents filled out the questionnaire online via Google Forms. This allowed us to collect and
structure responses effectively.

The questionnaire has been distributed through official university channels, such as e-mail and internal
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portals, as well as professional teachers' communities. Table 2 shows the main structure of the survey.

Table 2.
Structure of the questionnaire.
Part of the Key questions
questionnaire
1. Data . Please indicate your role in the higher education institution: administration, faculty, student

1
2. Your age

3. Your gender

4. Please indicate your experience in education (for faculty and administration)
5. Do you use digital educational platforms in your work/study?
6
7
8

2. Experience with . Did you face any cyber threats while studying or teaching?

cyber threats . How often did this happen?
3. Basic security . How aware are you of the cybersecurity measures at your university? (on a scale from 1 to
measures 5)

9. What measures do you consider effective?
10. Does your university have an official cybersecurity policy? (Yes or No)
11. Have you received formal cybersecurity training? (Yes or No)
4. Assessment of | 12. How would you rate the effectiveness of cybersecurity measures in the educational
the effectiveness | institution where you work or study? (on a scale from 1 to 5)
of measures 13. How secure do you feel when using university digital resources?
14. What measures should be optimised in the field of cybersecurity in universities?

Source: Author’s development
Data analysis

After collecting responses, the data has been processed and analysed using quantitative and qualitative
analysis methods. First, all responses have been exported from Google Forms to Excel for further
processing. Microsoft Excel was chosen because of its accessibility and ease of data processing.

First, the data have been cleaned to remove invalid or incomplete answers. Then, discrete variables (in
particular, categories of respondents, level of awareness, and performance assessments) have been
coded for further processing. Descriptive statistics were used to analyse the main trends, and frequencies
have been calculated for categorical variables (for example, the frequency of encountering cyber threats).

Open questions have been subjected to thematic analysis. In particular, similar central answers have been
first grouped into categories (e.g., the main cyber threats and security measures proposed by participants),
and key trends have been identified. The potential of Microsoft Excel was used to present the results,
particularly the diagrams of the distribution of responses.

Validation

The questionnaire was specifically designed to assess the impact of modern approaches to resolving
intergenerational conflict in education. In order to ensure content validity, the questionnaire was validated
by a panel of three experts in educational psychology and conflict resolution. Their feedback led to changes
in the wording and structure of the questions for better clarity and relevance.

Ethical considerations
The study adhered to ethical standards in educational research. Informed consent was obtained from all

participants after they were provided with detailed information about the purpose of the study. Participation
was completely voluntary and anonymous. Responses were securely stored and subsequently analysed.
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Results and Discussion

Digital technologies have increased dramatically in the Ukrainian higher education system in recent years.
While implementing these technologies has some advantages (accessibility and efficiency of information),
there are also some threats regarding the complexity of data protection for individuals and the entire
educational institution. In particular, only 7% of respondents have not encountered cyber threats while
studying or teaching.

The most common cybersecurity threats were viruses and malware (39.4%). 26.8% of cases involved
hacking university platform accounts. Another 14.1% and 12.7% suffered from phishing attacks and
personal data leakage. Figure 1 shows the percentage distribution of participants' responses.

Did not encounter Phishing attacks
any cyber threats 14%

0,

Account hacks on

university platforms \._Personal data leaks

27% 13%
H Phishing attacks H Personal data leaks
uViruses and malware H Account hacks on university platforms

i Did not encounter any cyber threats

Figure 1. Diagram of the leading cyber threats in Ukrainian universities.
Source: Author’s development

The main features of cyberattacks are external manifestation, distance, speed of the crime, specificity of
violation of essential characteristics, technological efficiency, automation, the expected result and the
degree of complexity of the problem.

The average frequency of cyber threats (on a scale from 1 to 5) is 2.4. This generally indicates that most
respondents rarely or occasionally face cyber threats. In particular, 31% face cyber threats once a year.

At the same time, 28.2% faced them 1-2 times a year (rarely). Quarterly or every few months - 21.1%.
Monthly - 12.7%. Only 7% encounter it all the time while studying or teaching.

Figure 2 shows the % distribution of the frequency of cyber threats in higher education institutions in
Ukraine.

To protect information from unwanted interference, cybersecurity measures should be implemented, which
are understood as systemic actions of a technological, organisational and legal nature aimed at targeted
detection and elimination of threats to the digital learning space. Ensuring cybersecurity requires the
introduction of innovative technologies and a systematic approach. Coordinated actions at the regulatory,
state and personal levels also play an essential role.

In addition, it is also worth paying attention to international assistance as a separate response to aggression
in cyberspace. This is especially important if it is related to hybrid warfare.
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Figure 2. Frequency of cyber threats.
Source: Author’s development

Necessary response measures include awareness of all participants in the educational process and
developing and periodically adjusting a plan to combat cyberattacks. At the same time, 49.3% of
respondents indicated that they are moderately aware of cybersecurity measures at the university. At the
same time, 28.2% are poorly aware.

This shows an insufficient level of cybersecurity policy in Ukrainian educational institutions. On the Likert
scale, 12.7 and 4.2% of respondents indicated 4 and 5 points.

Table 3 provides detailed data on the participants' responses.

Table 3.
Awareness of cybersecurity basics among survey participants.
Score Description N N %

1 Not knowledgeable at all 4 5,6%
2 Weak understanding 20 28,2%
3 Intermediate level 35 49,3%
4 Well-informed 9 12,7%
5 Very high level of awareness 3 4,2%

Source: Author’s development

Combating modern cyber threats in the educational process is essential to ensuring the safety and
effectiveness of learning in today's digital environment. The constant and active use of technology in
education creates new challenges that require coordinated action to prevent cyber threats.

In particular, Ukraine is currently implementing measures such as developing multi-level protection
systems, controlling the Internet, and training students and teachers in the basics of cybersecurity.
However, it is imperative to introduce clear restrictions on access to dangerous sites or resources on the
Internet, including in educational institutions, and to use software to monitor users' online activities. This
will help prevent students from having access to harmful or inappropriate materials.

Data confidentiality is also essential (Newhouse et al., 2017). In particular, teachers and administrators of
educational institutions should constantly monitor the protection of students' data, use appropriate
encryption methods, and be aware of the rules for data protection by Ukrainian law.
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However, a critical area is the development of an effective cybersecurity policy. In particular, modern higher
education institutions should develop clear and effective cybersecurity policies for all participants in the
educational process.

These strategies should aim to identify and eliminate threats to the digital learning space quickly. In
addition, these policies should describe the rules for using digital and computer technologies, online
behaviour and responding to identified cyber threat incidents. However, the survey found that not all
universities have an official cybersecurity policy. However, the majority of educational institutions do have
an official cybersecurity policy.

In particular, 43 respondents indicated that their university has an official cybersecurity strategy. Another
23 people said they were not aware of such a policy. Another five people noted that their institutions do not
have an official cybersecurity strategy or policy.

The next question asked whether participants had received formal cybersecurity or digital competence
training. Most of the participants had experience of taking digital literacy courses.

However, 34 people had received formal cybersecurity training. Given the challenges of hybrid warfare,
this is a relatively low figure. This indicates a need for a more thorough approach to developing a policy for
providing a digital learning space.

Table 4 details the responses of the survey participants.

Table 4.
Definition of cybersecurity policy and status of formal cyber defence training.
Questions N %
Does your university have an official cybersecurity policy?
+ (Yes) 43 30,53%
(No) - 23 16,33%
Unknown 5 3,55%
Have you received formal cybersecurity training?
+ (Yes) 31 43,66%
(No) - 26 36,62%
| am going to pass shortly 14 19,72%
Have you received formal training in digital literacy?
+ (Yes) 50 70,42%
(No) - 11 15,49%
| am going to pass shortly 10 14,08%

Source: Author’s development

The analysis of the responses showed that universities where faculty members participated in digital
competency training or received cybersecurity training had significantly fewer cases of cyberattacks.

In addition, professors with high cybersecurity knowledge actively teach students the key basics of online
protection. This also reduces the risk of incidents. All participants in the educational process rated the
effectiveness of cybersecurity measures at universities at 4 points.

Figure 3 shows the participants' assessments of the effectiveness of cybersecurity measures. In addition,
most participants acknowledged feeling secure when using university digital resources (average score of
3 and 5) (see Figure 3).

Integrating two-factor authentication for students and teachers is a promising area for further development
of cyberspace. Most respondents emphasised the importance of strengthening authentication at all levels
of access to university digital platforms.
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Figure 3. Assessment of the level of cybersecurity at the university.
Source: Author’s development

Thus, introducing two-factor authentication will reduce the risk of unauthorised access. It is also essential
to audit access to information systems. Monitoring all user actions on the university's digital platforms will
affect the timely detection of suspicious activities and ensure a quick response to threats. On the other
hand, ensuring data backup and recovery is also essential.

According to the respondents, it is necessary to have a reliable backup system to save important data. For
this reason, automatic backups are crucial. In addition, ensuring it is protected from encryption in case of
ransomware attacks is a key measure.

However, a significant measure is regular cybersecurity training. It is also worth conducting phishing tests
to help raise awareness of the leading cyber threats and mechanisms for detecting and responding to them
among all participants in the educational process.

Discussion

Modern digital challenges require timely and thorough responses. Threats in cyberspace pose a serious
problem for the functioning of higher education. This is especially true for Ukraine, where the risks of
cyberattacks are incredibly high because of Russian armed aggression.

Therefore, the purpose of the proposed study is to analyse the impact of cybersecurity on higher education
in Ukraine, identify key threats, and formulate key recommendations for improving the security of
educational institutions. This task has involved finding answers to questions about the most widespread
cyber threats in the higher education system, determining participants' level of awareness in the
educational process to ensure adequate digital space, and finding recommendations for improving
cybersecurity in higher education.

Additionally, the goal has been to confirm that cyber threats are much lower in modern colleges and
universities that use systemic cybersecurity measures like multi-level authentication and regular system
updates and that teachers and students better at using technology are less likely to be attacked online.

The proposed results show that digital technologies have increased dramatically in the Ukrainian higher
education system in recent years. Accordingly, only 7% of respondents have not faced cyber threats while
studying or teaching. The most common cybersecurity threat is viruses and malware (identified by 39.4%).

Hacking of university platform accounts (26.8%), phishing (14.1%), and personal information leakage
(12.7%) are also common.
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At the same time, most respondents rarely face cyber threats, with only 7% experiencing them constantly
during their studies or teaching. The findings confirm the conclusions of other researchers regarding the
extent to which digital technologies (and thus digital dangers) are integrated into modern higher education.

Other researchers believe that hacking personal student accounts is more widespread and is associated
with students' low digital competence.

However, such data is not supported by empirical measurements or statistics (Bannikov et al., 2022;
Cabaj et al., 2018; Muktiarni et al., 2019). Accordingly, it is difficult to support this position, as many
researchers consider viruses and other malware the most significant threat. Researchers also agree that
permanent cyber threats are rare.

Therefore, students behave quite cautiously in the digital environment, which does not create additional
threats to their learning. Accordingly, scientists believe this reduces the workload of the technical staff of
educational institutions (Crick et al., 2019). This allows us to confirm the hypothesis that the higher the level
of digital competence of teachers and students, the lower the risk of cyberattacks on university learning
systems.

The proposed results also show that to protect information from unwanted interference, cybersecurity
measures should be implemented, which are understood as systemic actions of a technological,
organisational, and legal nature aimed at targeted identification and elimination of threats to the digital
learning space.

Ensuring cybersecurity requires the introduction of innovative technologies and a systematic approach.
Coordinated actions at the regulatory, governmental, and personal levels also play an essential role. In
addition, international assistance should also be considered as a separate response to aggression in
cyberspace. At the same time, 49.3% of respondents indicated that they were moderately aware of
cybersecurity measures at the university, and only 28.2% were poorly aware.

This shows an insufficient level of cybersecurity policy in Ukrainian educational institutions. This is
comparable to the findings of other researchers who have dealt with this issue (Pozharytskyi et al., 2022).
Other researchers who studied students' awareness of countering cyber threats concluded that the overall
average indicators in this area are high (Catota et al., 2019; Politova et al., 2022).

Notably, the survey found that not all universities have an official cybersecurity policy. However, most
educational institutions do have a formal cybersecurity policy. 43 people indicated that their university has a
formal cybersecurity strategy. However, only 34 people have received formal cybersecurity training. Given
the challenges of hybrid warfare, this is a relatively low figure. Existing research generally shows that
implementing cybersecurity policies typically increases the level of countering threats (Ricci et al., 2018;
Rodinova et al., 2024).

This significantly reduces the risk of information leakage, data breaches, etc. In the Ukrainian context, such
approaches are only being implemented. At the same time, this allows us to confirm the hypothesis that
modern higher education institutions that implement systemic cybersecurity measures have a much lower
level of cyber threats. For a long time, timely software updates have been problematic in the Ukrainian context.
However, as demonstrated in the proposed study, such a dependence is indeed observed.

The analysis of the responses showed that universities where teachers participated in digital competence
training or received cybersecurity training had significantly fewer cases of cyberattacks. In addition,
professors with high cybersecurity knowledge actively teach students the key basics of online protection.
This also reduces the risk of incidents. All participants in the educational process rated the effectiveness
of cybersecurity measures at universities at 4 points.
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The integration of two-factor authentication for students and lecturers is a promising area for further
development of cyberspace, as noted by most respondents. On the other hand, ensuring data backup and
recovery is also essential (Zhyvko et al., 2020). The respondents’ answers show that training staff and
students on detecting phishing attacks and other types of social engineering is an essential protection
aspect.

The proposed recommendations are supported by the work of other scholars who have drawn attention to
the importance of further developing practical cybersecurity tools (Dei et al., 2024; Guo, 2023). Some
scholars emphasise the importance of continuous learning, as digital challenges are constantly evolving,
along with countermeasures. Accordingly, this observation will require further scientific discussion. Other
researchers point to the need to develop digital competencies at a reasonably young age. The results also
suggest that both views are relevant and can be incorporated into general recommendations.

The methodology used in the study has certain limitations that should be considered when further using the
results. The proposed methodology has been primarily based on conducting a survey and identifying relevant
data. It should be borne in mind that the respondents' personal experiences may differ; therefore, their
answers may be subjective. In addition, it should be borne in mind that Russian aggression (and the related
challenge of hybrid warfare) has not been experienced in other European countries. Therefore, specific
provisions in the responses may indicate a real military impact on the functioning of digital security in wartime.

Conclusions

Consequently, the most common threats to a secure digital learning space are viruses and malware,
hacking of university platform accounts, phishing attacks, and personal data leakage. The surveyed
participants in the educational process have an average awareness of ensuring an adequate digital space,
indicating the need to improve cybersecurity protection policies.

The respondents' answers pointed to the importance of optimising the cybersecurity space by integrating
a two-factor authentication system for students and teachers, implementing system audits, more expansive
use of automated threat detection systems, and using encryption to protect data. At the same time, the
findings showed that training staff and students to detect phishing attacks and other types of social
engineering is a vital protection aspect. The study proved the need to introduce mandatory digital literacy
and cyber awareness training and tests. These measures should be implemented to improve cybersecurity
in Ukrainian universities.

This research has also opened up new areas for investigation. In particular, future research should be
conducted among teachers and students who have taken digital literacy courses or participated in cyber
education seminars. This will allow us to assess the impact of these events on the participants' awareness
of the educational process. In addition, future work should characterise the latest cyber defence
mechanisms, as digital threats will continue to improve and require appropriate innovative protection.
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